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1 Introduction
The emergency services response to large life-threatening CBRN (Chemical, Biological,
Radiological or Nuclear) emergencies, which are mainly associated with terrorist attacks,
is a very complex process. It requires the co-operation of a vast amount of people rep-
resenting several agencies with different sets of priorities. Moreover, very little is known
about the actual incident in the first stages of the response. This high level of uncertainty
coupled with the fact that the response teams are often formed ad-hoc enormously chal-
lenge the management of the response.

Before any decision is made, incident commanders, who manage the incident response,
have to ensure that they possess all essential information. In accordance with the Civil
Contingencies Act (Civil Contingencies Act, 2005) the emergency responders are obliged
to share information with each other. Much of this information is of a geospatial nature.
The recent Open Geospatial Consortium Web Services, Phase 4 (OWS-4) interoperability
testbed has demonstrated that the standards and technology exist to provide access to mul-
tiple sources of real-time geospatial information over the Internet (Open Geospatial Con-
sortium, 2006).

However, essential geospatial information at the right time does not yet guarantee a suc-
cessful response. This information has to be carefully analysed. Subsequently, crucial
decisions about the incident response are made based on those analyses. Several research
projects have looked at techniques which can automate part of the decision making pro-
cess to help support the work of incident commanders (Turoff et al., 2004; Batty et al.,
2003; Kitano et al., 1999; de Silva, 2000; van Borkulo et al., 2005). However, to date,
there are no formalised nor automated decision making processes which can support the
work of the incident commanders in the matter of securing the incident site. This research
specifically concentrates on delivering a methodology which provides an enhance solution



Figure 1: One of the two rich pictures depicting CBRN incident scene management.

for modelling and optimising size, shape and position of inner and outer cordon zones by
developing a tool for the automated demarcation of Intelligent Incident Cordon Zones.

This paper presents the first steps in developing such a tool by identification of manage-
ment of the incident scene using a rich picture approach (Monk and Howard, 1998). Sub-
sequently, a conceptual model is developed based on that information. This work has been
undertaken within a soft systems methodology framework (Checkland and Scholes, 1990).

2 CBRN incident scene management
One of the first decisions incident commanders have to deal with, when managing the re-
sponse to the large CBRN incidents, is the appropriate demarcation of the affected area
into inner and outer cordon zones. Each cordon zone has a distinct function. The inner
cordon zone directly secures the incident site and its proximate neighbourhood which is
contaminated by the aggressive CBRN agents. The purpose of this cordon is to protect the
public and to preserve evidence of the crime for police investigation. People involved in
the rescue operations within the inner cordon are allowed to access that area only through
designated cordon access point and must be appropriately dressed and equipped.

To support the operations of the emergency services the outer cordon zone is set-up di-



Figure 2: SSM: conventional seven-stage model (Checkland and Scholes, 1990).

rectly around the inner cordon. The main function of the outer cordon is to provide suffi-
cient space for the location of key off-site functions and facilities. Since the emergence of
a CBRN incident is difficult to predict the outer cordon also serves as an additional safety
zone which will protect the public if the contamination unexpectedly expands outwards
from the incident. Figure 1 depicts core facilities for the inner and outer cordon zones.
(HM Government, 2005).

3 Knowledge extraction process

The Civil Contingencies Act (Civil Contingencies Act, 2005) establishes a general frame-
work to assist with selection of suitable locations and extents for both cordon zones. How-
ever, the actual decision making process is not a trivial task due to its complexity. Currently,
the decisions are based purely on the experience and knowledge of the incident comman-
ders in charge. The decisions are supported by geospatial information about the exposed
area, standard operating procedures, information about the dangerous substance involved
in the incident and regular reports from the incident site. The decisions are also limited by
number of available resources for the actual cordons placement. Since the incident com-
manders represent different organisations with different concerns over the cordons, the final
decision results from several iterations based on timely negotiation of compromises.

Extensive research into the cordon placement problem has to be accomplished before any
changes to the current incident scene management system can be suggested. Therefore,



a close collaboration with Nottinghamshire Fire and Rescue Services (NFRS) and Not-
tinghamshire Police (NP) has been established in the initial stages of this research project.
Experienced incident commanders have been interviewed to describe the function of the
CBRN incident scene management system, responsibilities and priorities of every emer-
gency services. Soft Systems Methodology (SSM) has been used to perform a detailed
analysis of complex situations with divergent views about the exact definition of the prob-
lem. The rich picture technique has been selected as a tool for capturing and formalising
the ’problem situation’ in term of extracted knowledge about the current system (Couprie
et al., 2006; Wilson, 2001; Checkland and Scholes, 1990).

SSM places emphasis on people’s perception of reality, their experience and knowledge
of the environment. In general, SSM is divided into seven stages depicted in Figure 2.
The stages can be divided into two distinct groups based on the different perceptions of
the problem; the real world view and the system thinking view. Each step of the SSM rep-
resents an iterative process where every iteration is discussed with people involved in the
system (Checkland and Scholes, 1990).

4 Results

4.1 Step 1: Building rich pictures
To capture and organise all possible views of the problem two rich pictures has been com-
piled from the information that was obtained from the interviews. Since the creation of the
inner cordon zone is dependent on different factors to those which influence the location of
the outer cordon, two separate rich pictures were drawn to depict the decision processes. To
produce the final rich pictures required three iterations. Figure 3 is a rich picture depicting
the process of inner cordon zone creation. The rich picture representing the outer cordon
zone creation is similar but expresses a number of different concerns. The results of every
iteration were discussed with incident commanders.

The picture represents the primary stakeholders in the decision making process. These
are the main category one responders as defined under the Civil Contingencies Act (2005)
i.e., FRS, Police, Ambulance and Local authorities. Each stakeholder’s concerns and de-
sires that are relevant to the CBRN incident scene management system are represented
by thought bubbles. Finally, the interrelationships and information flows are expressed
by oriented arrows with action labels. Pictorial symbols are used to emphasise the main
components involved.

4.2 Step 2: Developing a root definition
The process of establishing an essential perception of the system that is to be modelled
involves the construction of a ’root definition’. The root definition provides a succinct en-
capsulation of the problem from a particular perspective and forms the backbone of the



Figure 3: CBRN incident scene management of inner cordon placement.

activity system that is depicted in the rich picture. The core of the root definition is ex-
pressed as a transformation process that takes some entity as input, and changes that entity,
to produce a new form of that entity as output. The input for the root definition is selected
from issues or tasks represented in the rich picture. The actual root definition is written as
a sentence of strictly defined structure. Six elements that are summed up in the mnemonic
CATWOE were used to check the formulation of a root definition and to question the words
that were used within (Wilson, 2001);

C (Customers) - everyone who gain benefits or drawbacks from the system;
A (Actors) - those who would perform the activities defined in the system;
T (Transformation processes) - the conversion of input to output;
W (Weltanschauung) - the German expression for world view which makes this transfor-
mation process meaningful in context;
O (Owner/s) - those who have proprietary right to start or shut down the system;
E (Environmental constraints) - elements outside the system which it takes as given.

In the CBRN incident scene management system only one root definition is derived based
on both pictures: the first one depicting the process of inner and the second one of outer



Figure 4: CATWOE analysis of the root definition.

cordon zone creation. Although the processes of creating inner and outer cordon differs,
they share the same aim which is to secure the incident scene and protect the public. The
final root definition reads:

An incident commanders owned system, operated by incident response officers, to place
incident cordon zones, in order to protect the public, treat the victims, secure the inci-
dent scene, provide a working environment for the first responders and limit disruption of
business activities to a minimum while considering the incident, physical environment, in-
frastructure and available resources.

The CATWOE elements underlaying the root definition are depicted in Figure 4.

4.3 Step 3: Developing a conceptual model
The general aim of the conceptual model is to capture the essential concepts of the system
and to organise initial thoughts and ideas. The modelling process consists of assembling
and structuring the minimum necessary activities to carry out the transformation process
specified in the root definition (Checkland and Scholes, 1990; Wilson, 2001). The config-
uration of the model is based upon logical dependencies where the relationships are shown
by linking the activities with an arrow directed from the antecedent to the consequent. The
creation of the conceptual model is based on three questions related to the transformation
where answers to each question may become subsystems of the general system:

What has to be done to acquire the input?
What must then be done to reach the output?
What must then be done to make the output available?

The conceptual model displayed in Figure 5 illustrates all activities of the CBRN inci-
dent scene management system which is divided into three subsystems. The first subsystem
depicts information acquisition processes. The information about the actual incident is sup-
plemented in form of regularly updated reports from the incident scene. This information



Figure 5: Conceptual model of CBRN incident scene management system.



needs to be then fused with information extracted from underlining data sources: database
containing information about behaviour of CBRN substances (CHEMDATA), meteorolog-
ical data, basic topographic map and digital elevation model of the area. The general func-
tion of the first subsystem is to deliver all necessary information for the decision making
processes and analyses. These are the core activities of the conceptual model and are repre-
sented in the second subsystem. The third subsystem corresponds to the actual placement
of the inner and outer cordon zones around the incident scene and is based on the outputs
of the second subsystem.

To ensure coherence of the model each of the activities needs to be monitored to determine
whether it is performing at acceptable levels. Beside, control actions have to be specified
to guarantee the achievement of the purpose defined by the root definition (Wilson, 2001).

4.4 Step 4: Comparison of conceptual model with real world

The conceptual model is compared with the real world as expressed in the rich picture.
Checkland and Scholes (1990) argue that the most common way of comparison in SSM is
formal questioning where the conceptual model is used as a source of questions that should
be asked of the real world. In general, each activity identified in the conceptual model is
evaluated. A description of how the activity is currently realised is recorded. Subsequently,
an investigation of potential changes is undertaken together with the system stakeholders
and one or more alternative solutions is suggested.

The produced conceptual model of the CBRN incident scene management system demon-
strates the complexity of the whole process. Since this research project concentrates on
automation of the decision processes only the most relevant activities have been selected
for the analysis. Therefore, only activities related to the second subsystem are evaluated.
However, having produced the conceptual model of the whole system, any additional ac-
tivity can be analysed in later stage of the research if needed. A table demonstrating the
comparison process is displayed in Figure 6. The "How" column depicts how are the activ-
ities currently managed. The last column "Alternatives" summarises the possible changes
to the system to improve its functionality.

5 Further work

The aim of this research project is to capture, formalise, and if possible improve the cur-
rent decision making process that first responders use when searching for the best location
in which to place inner and outer cordons delimitating large CBRN incidents. The next
step will be to compile a set of generic rules related to the second subsystem of the con-
ceptual model i.e., information analyses and decision making processes of the incident
commanders. The implementation of such rules will be tested using a number of different
computational methodologies e.g. cost surface analysis, simulated annealing, agent-based



Figure 6: Comparing the conceptual model with real world.



modelling, etc. Hypothetical scenarios will then be simulated for a major CBRN incident
within Nottingham city centre.
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